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Abstract:

One of the best defenses against cybercrime is to train the users on cyber security
awareness as 50% of successful attacks could be avoided, if users where more aware of
today’s cyber threats. Unfortunately, only 40% of German companies train their employees
regarding cybercrime. Therefore, the marketing of Cyber Defense Awareness (CDA)
Trainings is extremely important to secure company data and the wellbeing of the European
economy in the long run. The aim of this paper is to explore possible marketing channels to
further sell and employ CDA Trainings. In order to combine the fields Cyber Security and
Marketing, this interdisciplinary study developed a framework providing insights into
customer interest while searching for CDA Trainings. The results illustrate the ability to

influence potential customers and provide a basis for future research.
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1. Introduction

1.1. Problem statement

In 2019, the "Bundesverband Informationswirtschaft, Telekommunikation und neue
Medien" (Federal Association for Information Technology, Telecommunications and New
Media) confirmed in a survey, that 88% of German companies have been victims of data
theft, industrial espionage and/or sabotage in the past two years. If the analogue and digital
attacks are added together, the German economy suffers a total annual loss of 102.9 billion
euros (Berg & Niemeier, 2019). Cyber-attacks are considered the greatest risk to the existence
of companies in today’s cyber environment. Half of all attacks are caused by human error
because untrained employees are an ideal gateway into company systems (Griiter, 2019).

The work environment is rapidly evolving and constantly changing, and users within must
constantly adapt to it. Securing these networks is of critical importance to ensure that
corporate data is safe, there is no data theft, espionage, or sabotage. One of the most important
defenses in the field of IT cyber security is the human capital of companies. However, to be
able to use this potential, it is essential to train employees. For this reason, training courses in
the area of Cyber Defense Awareness (CDA) have been offered more frequently in recent
years. But only approximately 40% of German companies use this tool to make their
employees an active line of defense against cybercrime.

The fact that about 60% of companies do not train their employees has devastating
consequences. In 2016, a successful cyberattack on a company took place every 40 seconds.
This number of successful cyberattacks has more than doubled in recent years. It is assumed
that the frequency of successful attacks will go up to one attack every 11 seconds in 2021
(Morgan, 2019). The German economy suffers a total annual loss of 102.9 billion euros due to
cyber criminality (Berg and Niemeier, 2019). Therefore, Cyber Defense Awareness Trainings
offer enormous potential for the active commercialization of these programs, especially in the
B2B environment.

The technological progress in the past 20 years offers marketing practitioners a wide array
of marketing channels to communicate with their audience. It is more important than ever, to
choose the right communication channels and to find a good balance between them (Scharf et
al., 2015). According to Kluge and Gronau (2018) intentional forgetting of, for example
defective private cyber security behavior, has a major impact on implementing organizational
learning. However, as Cyber Defense Awareness Trainings are a niche product in the training

market, there are no scientific studies concerning the marketing of CDA Trainings. Hence, the
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focus of this paper is on the effect of the individual marketing channels on the interest and
therefore, the willingness to buy and employ Cyber Defense Awareness Trainings in B2B

markets.

2. What is Cyber Security Awareness

Cyber security awareness refers to how much end users know about the cyber security
threats their networks face and the risks they introduce (Kim, 2017). End users are considered
the weakest link and the primary vulnerability within a network (Kemper, 2019). Therefore, it
is of utmost importance, that companies educate employees on current threats and how to
avoid them. Kumaraguru and Sheng (2010) analyzed the effect of Cyber Defense Awareness
Trainings on companies and confirmed the effectiveness of cyber defense trainings in several
studies. However, it was proven that the effects of Cyber Defense Awareness Trainings fade
away after about 4-6 months. Accordingly, it is extremely important to train every user of a
company network on a regular basis (Alnajim & Munro, 2009; Canova et al., 2015; Mayr &
Pinzger, 2016; Reinheimer et al., 2020).

For this reason, this study analyses which marketing communication channels are most
meaningful to influence new and existing customers into buying and employing Cyber

Defense Awareness Trainings.

3. Framework Development

A total of 19 different marketing channels were analyzed. After all communication
channels were examined, they were grouped together. All communication channels were
considered and assigned to one of the two categories: “Customer Pull” and “Company Push”.
Should the initial information contact result from a customer request it is considered a
“Customer Pull”. All communication channels that can be brought to the customers attention
by an active push are assigned to the “Company Push” category (Brocato, 2010). In a second
step the communication channels are further divided to make the questionnaire more
accessible for the public and to reduce the number of necessary questions. The following

seven main marketing channels were identified and categorized.



Infographics
Free Trials

Push Category Pull Category
Social Media “Traditional” “Traditional” Referral Search On Demand On Demand
Online Offline Engines Information ~ Personal
Advertisement Advertisement Material Information
Social Media Direct Mail Google Ads Customer Organic Case Studies Webinars
Posts Printed Ads In-App  Ads Referral Searches Blog Personal
Social Media Ads  Magazines Banner Ads Articles Appointments
Video Ads Whitepaper  Product
Newsletter Informative  Presentations
Websites Trade Fairs

Events

Table 1: Categorization of marketing channels

The basic assumption of the work was that all seven categories of communication

channels have a positive influence on the customer's interest and thus purchase decision.
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Figure 1: Structural model

4. Methodology

Willingness to
Buy

In order to generate the scientific data basis for the research, a quantitative research

approach in the form of a survey was chosen. A comprehensive questionnaire was designed

for this purpose (Hussy et al., 2013, S. 75). The questionnaire was designed deductively based

on different theories.

4.1. Sample size and data collection

According to Hoyle (1995) and Wong (2013), a good starting point for path modelling is a

sample size of 100 to 200. Since the nature of research is exploratory, a non-probability

convenience sampling was adopted (Malhotra & Birks, 2006). In total 242 questionnaires

were completed. After a pre-evaluation, eliminating incomplete and not suitable



questionnaires, 228 questionnaires were used for the data analysis. The research was
geographically limited to Germany and Belgium. The target group were participants between

the age of 18 and 65.

4.2. Measurement

Due to the fact that academic literature and research on Cyber Defense Awareness
Training Marketing is relatively rare, the questionnaire was partly based on the following
sources:

Bock et al. (2006), Marez et al. (2007), Chanchary & Chiasson (2015), Eleonora (2015),
Schivinski et al. (2016). The independent constructs as well as the dependent construct were

operationalized and measured with 5-point Likert-type scale.

4.3. Data analysis
To test the hypothesized model, a partial least squares structural equation modelling
approach was used. As a consequence thereof, the researchers made use of the software

package SmartPLS.

5. Results

With regard to the measurement model, internal consistency reliability (Cronbach’s alpha,
composite reliability), validity (composite reliability, AVE) and discriminant validity
(HTMT) were verified. With the exception of the AVE for the construct Online Ads, which
deviated from the norm (0,204 in Germany, 0,81 in Belgium) all constructs fulfilled the
requirements. Since the measurement scale is still in development, the deviation was

excepted.



Dependent Hypothesized B p B p

Hiypothcss Sndcpenocnl Vonene Variable Effect (Germany) (Germany) (Belgium) (Belgium)

H1l Interest Willingness to Buy (+) 0,605 0,000 0,829 0,000
Social Media Marketi

H2a ocklMeds Mateting] oot +) ns. 0,821 ns. 0,393
Postings
“Traditional” Onli

H2b sl e Interest +) ns. 0,560 ns. 0,732
Marketing

H2c "Traditional” Offline Interest (+) ns. 0,879 0,236 0,042
Marketing

H2d Customer Referral Interest (+) 0,305 0,000 0,57 0,000

H3a Search Engines Interest (+) 0,182 0,016 0,29 0,028

H3b on Demand Iromstion Interest (+) ns. 0,159 ns. 0,298
Material

H3c D bsmanPerae Interest (+) ns. 0,865 ns. 0,147

Information

Table 2: Structural Results

Regarding the structural model, it can be inferred from Table 2, that three hypotheses
were supported. Accordingly, H1 indicates, that the interest in Awareness Trainings is
directly influencing the willingness to buy them. Furthermore, it can be inferred that
Customer Referrals and Search Engines have a positive influence on the interest in CDA
Trainings. The relationships between the other marketing channels and interest are not

significant, indicating that they do not have a significant impact on consumer interest.

6. Implications:

6.1. Future research and limitations

Since CDA Trainings in media-based form are relatively new, current marketing is based
more on trial and error than on scientific evidence. Hence, there are critical knowledge-gaps
regarding the effectiveness of communication channels. For this reason, this paper was
written to lay a foundation for further research. This paper benefited from already existing
marketing knowledge and created a tailored concept to explore marketing in a business-to-
business IT Security Training market. However, since the work, by dividing the different
marketing channels into subgroups, can only give a broad overview of the topic it is necessary
to continue the research. Online offers are becoming more and more interesting, especially

due to the changes on the job market caused by Covid 19 (Shalini Shah et al., 2020).



Since this paper primarily provides an overview of all marketing channels, it is important
for a deeper understanding that the individual marketing channels are further illuminated.
Using this study as groundwork, it would be appropriate to look at the channels individually

rather than in groups for future research.

6.2. Marketing and sales

It was confirmed that search engine and referral management have a positive influence on
the interest of the customers in CDA Trainings, and therefore the purchase decision. Hence, it
is advisable for CDAT service provider to further improve SEO as well as Customer Referral
Programs, to reach and influence new customers and existing customers. However, it should
be mentioned that these results do not mean that marketing should be limited to these two
communication channels only, because marketing is a holistic process (Sheth & Sisodia,
2006) and can also indirectly affect the individual [e.g. “mere exposure effect”] (Harrison,

1977).

7. Conclusion

The main finding of this thesis is that search engine marketing and referral management
have a direct influence on the interest of customers in Cyber Defense Awareness Training and
that this direct effect indirectly influences the purchase decision. These influences could be
verified not only for Germany, but also for its neighboring country Belgium.

The main purpose of this research was to gain a scientifically sound insight into the
marketing of Cyber Defense Awareness Trainings in a B2B environment. The resulting
framework and the hypotheses confirmed by this research provide new insights on the
theoretical and management side. In summary, this paper reduces the gap between the
academic knowledge about marketing in IT-B2B markets and the practical application of

marketing channels and provides a basis for future research.
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