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Information Privacy and Consumers’ Willingness to Share Personal Infor-

mation: Toward a Conceptual Framework 

 

Abstract 

 

Knowledge of information privacy and consumers’ willingness to share personal information 

is fragmented because insights are rather dispersed across disciplines. The purpose of this paper 

is to capture these fragmented bits of knowledge, to develop a conceptual framework on infor-

mation privacy and consumers’ willingness to share personal information, and to test it empir-

ically. We screen the top journals in marketing, information systems, and ethics to develop a 

conceptual framework on the interplay of information privacy and consumers’ willingness to 

share personal information. We test our hypotheses on data collected from 15,068 consumers 

from 24 countries using Structural Equation Modeling. We show that the relationship between 

the independent variables Data Use Transparency and Customer Control and the dependent 

variables Word of Mouth, Loyalty, and Intention to Disclose is mediated by Trust and Perceived 

Benefits of Sharing Personal Information. Moreover, Privacy Concerns and the Type of Infor-

mation (e.g., demographic, social, financial, and health data) moderate the relationship between 

the independent variables and the mediators.  
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1. Theoretical Background 

 

Information privacy and consumers’ willingness to share personal information attracted atten-

tion from various research streams in recent years—with scholars from marketing and infor-

mation systems being at the forefront. Unfortunately, knowledge is fragmented as insights are 

rather dispersed across disciplines.  

We draw on a literature review on some of the most prestigious journals in marketing (e.g., 

Journal of Marketing, Journal of Marketing Research, Journal of the Academy of Marketing 

Science, Journal of Public Policy and Marketing, International Journal of Research in Market-

ing, Journal of Retailing, and Journal of Service Research), information systems (e.g., Infor-

mation Systems Research, Management Information Systems Quarterly, Journal of Manage-

ment Information Systems, and Journal of the Association of Information Systems), and Ethics 

(e.g., Journal of Business Ethics) to develop an integrated conceptual framework on information 

privacy and consumers’ willingness to share personal information that holds across disciplines 

and cultures (see Figure 1).  

 

Figure 1. Conceptual Framework 

 

 

 

Research on the relevant constructs was published in various journals, such as Journal of 

Marketing (K. D. Martin et al., 2017), Journal of Marketing Research (Acquisti et al., 2012), 

JAMS (Kumar et al., 2019; Lwin et al., 2007; Norberg & Horne, 2014), JPPM (K. E. Martin, 



3 

 

2015; Miyazaki, 2008; Phelps et al., 2000), IJRM (Bleier et al., 2020), Journal of Retailing 

(Aguirre et al., 2015; Bleier & Eisenbeiss, 2015), JSR (Mothersbaugh et al., 2012; Wirtz & 

Lwin, 2009), ISR (Dinev & Hart, 2006; Malhotra et al., 2004; Xu et al., 2012), MISQ (Smith 

et al., 1996, 2011), JMIS (Hann et al., 2007; Karwatzki et al., 2017; Lowry et al., 2011; Xu et 

al., 2009), JAIS (Kordzadeh & Warren, 2017), and JBE (Hajli & Lin, 2016; Hong et al., 2019), 

among others.  

Our findings could be of interdisciplinary relevance for both academia and practice. They 

help marketers and managers to better understand how to enhance positive word of mouth, 

loyalty, and consumers’ intention to disclose personal information to the firm.  

 

2. Methodology 

 

Building on this literature review, we empirically test our conceptual framework using Struc-

tural Equation Modeling (SEM) on data collected in a large-scale survey from 15,068 consum-

ers from 24 countries. We argue that one needs to take into consideration various factors that 

may eventually lead to positive word of mouth, loyalty, and intention to disclose personal in-

formation (our dependent variables).  

We are interested in three different dependent variables. Word of Mouth (Garbarino & 

Johnson, 1999) (α = 0.929), Loyalty (Cronin et al., 2000) (α = 0.913), and consumers’ Intention 

to Disclose personal information (Malhotra et al., 2004) (α = 0.800).  

Our model has two independent variables, borrowed from Martin, Borah, and Palmatier 

(2017): Data Use Transparency (α = 0.925) and Customer Control (α = 0.844). We include 

Privacy Concerns (K. D. Martin et al., 2017) (α = 0.845) and the Type of Information (e.g., 

demographics, social, financial, and health data) as moderators. We argue that Trust (Cognitive 

Trust [Martin, Borah, and Palmatier 2017] [α = 0.938] and General Institutional Trust [Kehr et 

al. 2015), based on [Malhotra, Kim, and Agarwal 2004] [α = 0.907]) as well as Perceived Ben-

efits (General [Dinev et al. 2013] [α = 0.874] and Personalization [Xu et al. 2009] [α = 0.864]) 

mediate the relationship between the independent and the dependent variables.   

Lastly, we included Emotional Violation (K. D. Martin et al., 2017) (α = 0.943), Information 

Ownership (Gabisch & Milne, 2014) (α = 0.849), Satisfaction (Verhoef, 2003) (α = 0.943), 
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Gender (Female: 7,530 and Male: 7,538), Age (Mean: 42.81, SD: 13.88), and Income (under 

$16,000, $16,001 – $31,000, $31,001 – $48,000, $48,001 – $72,000, above $72,000, no answer) 

as covariates.  

 

3. Summary of Findings 

 

This study is work in progress. After running various Confirmatory Factor Analyses (CFAs), 

we take care of Common Method Bias (Podsakoff et al., 2003), Measurement Invariance 

(Steenkamp & Baumgartner, 1998), and Data Equivalence (Hult et al., 2008). Eventually, we 

build the SEM. We show that the relationship between the independent variables data use trans-

parency and customer control and the dependent variables word of mouth, loyalty, and intention 

to disclose is mediated by trust and perceived benefits of sharing personal information. More-

over, the relationship between the independent variables and the mediators is moderated by 

privacy concerns and the type of information (e.g., demographic, social, financial, and health 

data). We run these analyses for al 24 countries in our sample and confirm that findings are 

stable across countries and cultures.  
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